AUTHENTICATION VS. AUTHORIZATION ¢
What’s the Difference?




Confusion between the two terms -

Authentication
* Asserting ldentity
* Proving ldentity







Authentication - What is it? ‘ .

Authentication is the process of asserting what
your identity is and then proving your identity.

Example in real life:




Authentication - What is it?

What happened here?

When knocked, they asserted identity

They provided proof as well - the sound of their voice

Failed to prove identity of their voice because of the cold +
You sought other proof by looking through peephole

You saw your friend, you let them in

.+ @




The 4 Factors Of Authentication -

«Stipulates a unique piece of information that only one exact user should know
*Knowledge of a password, passcode, or answer to a secret question
*Previous account activity that only a specific user would know (bank transactions, emails, etc.)

*Biometric data that is unique to a single individual
«Can including iris scans, palm prints, fingerprints, etc
«Cannot be changed

*Ownership of a hardware token or device
*Often has a key tied to certain systems or apps
*Token can be used as a form of positive identification

*Can be a contributing factor, not a stand-alone factor like the above
*May use something you know in conjunction with somewhere you are to have stronger authentication

*When authenticating a system, the geographic location of the user (based on IP address) is used to determine
whether the login attempt (based on past login attempt locations) is authentic or fraudulent






Authorization - What is it?

+

Authorization is the process of allowing access, predicated
upon your proven identity. Depends on authentication.

Banking App Example of Authorization
« Authenticate by providing your username and password +
- By knowing those, you have asserted your identification and proved it




Horizontal Authorization vs. Vertical Authorization

Horizontal Authorization

" Dictates what access to data a user




Authorization by Role Structure

« Somewhat older system

« 'Authorization by role structure is a protocol where
authorization is determined based on roles in an organization




Authorization by Permission Based Structure

« While RBAC is a strict system based
on the user’s role, permission-based
- authorization system allows more
fine-tuned control over access to
data




Authorization by Permission Based Structure .
Example: Consider a bank clerk

The bank clerk’s manager is going out of town and she needs someone to open the safe on
Monday. The normal “Bank Clerk” role does not have authorization to do this. You must be a
“Branch Manager” to open the safe. .

The branch manager can grant the role of “branch manager” to the clerk in order to open the
safe, based on the RBAC structure. However, when this happens, the bank clerk can also see
all her colleagues salaries, discipline history and other access the manager has, that the clerk

If they had a fine grained permission based
authorization model, the branch manager could grant

the clerk permission to only open the safe, and drill it
down to that specific day!
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About Cypress Data Defense:

Our goal is to help organizations secure their IT development and
operations using a pragmatic, risk-based approach. The diverse
background of our founders allows us to apply security controls to




